Table of Contents DRAFT

Table of Contents

JLIE= o] 1o O] | 1= | 0
O 1140 To [ o 1 o o TSR 7
L1 PUIPOSE . ettt ettt e e e e eannaas 7
I [ 01 =T o [=To AN E (o =T Lo = 7
1.3 INternet BACKGrOUNG. ..........uiiiiiiiiiiiiiiitiiiee ittt b bbb bbb bbbbbbeeees 7
1.4  Why create Security Policy for Internet-Related ISSUES? ..........uvviviiiiiiiiiiiiiiiiiiiiiiiiiiiiienns 7
1.5 MaJOr TYPES OF POHCY ....ceeiiiiiiiiiiiiiiiiiitttie ettt bbb bbbbbbebenees 8

2 GENETAl POLICY ..o 11
228 R VLV o = L (o 0 [ T [ o = 11
2.2 ObBtAINING APPIOVAI .....eiiiiiiii s 11
2.3 Getting Policy IMPIEMENTEM .......uuiiii s 12
2.4 Sample High Level PoliCy STAtEMENTS...... ... 13

3 RISK PrOfiling...cco oo 15
3.1 TRrEALS/VISIDIIILY . ....uuieiiiiiii 15
3.2 SeNSItIVIIES/CONSEQUENCES. .. .uutttiiiiiiiiiiiiiiiiii e 17

B IO T o (] 1L 1Y =41 17
3.4 INfOrMAtion ASSEL INVENTOIY.......uuuiie e 18
3.5 GENEral SUPPOIT SYSLEMIS ..uuuuiiiiiiiiiiiiiiiiiiiii s 18
3.6 Critical/Major APPlICALIONS .......uuuiiiiiiiiiiiiii 19
3.7 Data CategOrNZAtION ....uuueueueeieiiiiiiiiiii e 19

4 BUSINESS REQUITEIMEINTS ..oeiiiiieiiiiiiiieeeeeeeeeeeee et teeeeeeeeee et eee ettt ettt e e e bbb e b bbb bbb bbb bbbbbbbbbbbbeenbnnes 21
4.1 REMOLE ACCESS. . utuu e eeiieettit e e ettt e e e e et ee et e e e e et e e et r e e et et e e e bb e n e e e et e e e e e 22
A2 DI N 23
4.3 TelNet/ X WINUOWS ..o 24
N A Y o o T L= @ 1 ] 11 i o P 24
4.5  Electronic Mail ..o 25
4.6  Information PUBIISNING.........ouuuiiiie e 25
A7 RESEAICN .o 26
4.8  EleCtroniC COMMEICE . ....oi it 27
4.9  Electronic Data INtErChaNGgE ........ooiiiiieeiiii e e e e 27
4.10 Information TranSACONS. .......coeie i 28
4.11 Financial TranSaCioNS ......cooiiiiiiii i 28
o A 1 To | I N 2 V1= o1 ) 29
413 EaSE Of USE oo 30
I S ST T | 130 o o o 30
R U T g (=T = o S I D= o | o 31

RS Y= 1 ] o) (=T o] oV AN Y- 1P 33
5.1 Identification and AUthENtICAtION...........uuuiiiiii 33
5.1.1  General Internet 1&A POlICIES .........ouviiiiiiiiiiiiiiiiiiiiiiiiiiiieeeeeieeeeee e 34
5.1.2 Password Management POlICIES. .......ciiiiiiieiiiiii e 35
5.1.3 Robust Authentication POLCY ............ooii i 36
5.1.4 Digital Signatures and CertifiCates..........ccuvuuuiiiii i 36

5.2 Software IMport CONIOL .........oeuuiiiii e e e e e e e e 37
5.2.1  Virus Prevention, Detection, and REMOVAl................oeuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieeeeienes 38
5.2.2  Controlling INteractive SOftWare...........cocuuuuiiiiii i e e 42
5.2.3  SOfWAre LICENSING.....uuiiii it e et r e e e e e s s e e e e e e e e e e eeeeennes 45

L0 T = o o7 Y/ o] o] o T 46
5.3.1  General EnCryption POICY .......cuuuuiiiiie i e e 46
5.3.2 REMOLE ACCESS ...ttt ettt e e e e et e et e e e e eeeennes 48
5.3.3  Virtual Private NEtWOIKS ..........uuiiiiiiiieiiiiiiiiieeieieeeeeeeeeeeeeeeeeeeeeereeeeerereereeeeeeereeeeneene 49

5.4  System/ArchiteCture LEVEL.........ooco i 49
5.4.1  Virtual Private NETWOIKS .........uuiiiiiiiiiiiiiiiiiiteeieieeeeeeeeeeaeeeeeeseeeereeeereeeeeeeeeeeeeeeeeeenene 49
54.2 REMOLE SYSIEM ACCESS ..ovvuiiiiiieeeeiie e ettt e et e e e e e et e e e et e e e et s e e e et s e eaernaeaees 51

3 DRAFT



Table of Contents DRAFT

5.4.3  Access to Internal DatabaSesS........ccoivevvvieeiiiiiiii e e e e e e e e 52
5.4.4  Use of MUItIple FIr@WAIIS ..........ouiiiiiiiiiiiiiiiiiiiiiiiiiieiiiieie bbb eeeeeeeeee 53
5.5 INCIAENT HANAING ..ttt 54
551 INtruSion DeteCtioN OVEIVIEW. ........uuuieieeieeeeiiiie e e e e ettt e e e e e e e e e e e e e e e e e 54
5.5.2 1711 T Lo 55
553 INCIAENT RESPONSE ... 57
LTI Ao 1 T S = U1V 60
5.6.1  Assigning Security ReSponSiDility ..............uuuiiiiiiiiiiiiiiiiiiiiiiiiiiii 60
G N o] o] (o] o (= 1L L PP 61
5.6.3 PHIVACY ...t 64
5.7  Awareness and EAUCALION............uiiiiiiiiieiiiiie et e e e et e e e et e e e e e e erran 64
6 Internet Firewall POlICY ..........oooiiiiiiiii 67
6.1  Background And PUIMPOSE ........uuuuuuuueiiiiiiiiiii s a s 67
(S22 AN | 1= o] o> 1 T o 67
6.3  ROULING VErSUS FOWAITING .......uuuuuuiiiiiiiiiiiiii s 68
O 0 A Yo 10 (ot = o 111 1] o o PPN 68
6.3.2 [P SPOOFING ..ot 68
6.4 TYPES OF FIFEWAIS ...ttt 68
6.4.1 Packet Filtering GateWays..........ccooiiiiiiiiiiiii 68

L o N o] o] o= i o g I =Y = o T 69
6.4.3 Hybrid or ComplexX GateWAYS.........cooviiiiiiiiii 70
6.4.4 = L1 o S 70
6.5  Firewall ArChiteCUIES.....ccoo i 70
6.5.1 MUlti-NOMEd NOSE ... 70
T T £ == U= I o ) S 71
ST B S 1ol (=T [=To IS TH ] o 1 N 71

O T 1111 = 0[] ST PP UPP PP 71
6.7  Firewall AdMiNiStIAtION .......... e 71
6.7.1 Qualification of the Firewall AdmInistrator...........ccoooevvviiiiiiiie e, 72
6.7.2 Remote Firewall AdmMINiSration ... 72
6.7.3 USEE ACCOUNES. ....eieeiiitie ettt ettt e ettt e e e e et e e e b r e e e e e e e e nnbn s e e eeeeennes 73
6.7.3.1 Firewall BaCKUP ....uuuii i e e e e e e e eanes 73

6.8  Network Trust RelatioNShiPS.........uiiii i 73
6.9  Virtual Private Networks (WVPN) ...ooiiieiiii e e e e e e e e e eees 74
6.10 DNS and Mail RESOIULION ......uuuuiiiiiiiiiiiiii s 74
L0 I Y £S3 { =T o T 01 (=T ] 2 75
6.12  DOCUMEBINEALION. ... i e e a e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaaaaaaaaaaaaaaaans 75
6.13  Physical FIreWall SECUILY.........uuueiiie e e e eerras 75
6.14 Firewall Incident HanNliNg ..........uuuiiiiiiiiiee e e e e 75
6.15 RESIOratioN Of SEIVICES .....uuiiiiiiie e a s 76
6.16 Upgrading the fireWall ............coeuueiiii oo 76
6.17 Revision/Update of Firewall POlICY ...........ouuuiiiiiiiiiieii e 77
6.18 Logs and Audit Trails (Audit/Event Reporting and SUMMAries) ..........cccvevvveinreeereeennnnns 77
6.19 EXAMPIE POlICIES.....ceiiiiii et e e a e 77
6.20 Example Service-Specific POICIES............uuiiiii e 79
L0240 R Y/ - g -V [ 80
B.22  TECRNICAL ... .eueiiiiii e e e e e 80
7 WOorld Wide WED (WWW) ..ottt e e e ettt s e e e e e e ettt s s e e e e e e e aata s naeeeeeeanes 85
7.1 Browsing the INTEINEL........cooiiiiii e e e e e 85
7.2  Example Browsing POIICIES ........uuiiii i e e 85
7.3 VWD SBIVEIS ...t a e e e e e e e e e e e e e e e e e e e e e e aaaaaaaaas 87
7.4  Example Web Server POCIES .......coiiiiiieiiiie e e e 88
8  EIeCtroniC Mail ......coooiiiiii 91
o TNt R o = V1 B £ Vo 1= T 91
8.2 EMAII PrIMEE ..ttt 91
S R 1/ I 91

4 DRAFT



Table of Contents DRAFT

ST = SRS 92
ST T 1Y/ = SRS 92
B.2.4  MIME ... .ttt e e e e e e e e e e e e e e e e e e e e nnnees 92
8.3  Potential EMail ProbIEmIS ........uuiiiiiiiiiii s 92
SR 0 A Vot o1 [0 [ o | £ PPN 92
8.3.2 Personal USE .......oooiiiiiiiii 93
8.1.3 MAIKELING ..o 93
8.4 EMAI TRIEALS. ...uuitiiiiiiiiii s 93
8.4.1 IMPEISONALION ....cceiiiiiiiiie e 94
8.4.2 BEavesdropping ... 94
8.4.3 MailDOMDING ..o 94
8.4.4  Junk and Harassing Mall............couuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieieeei e 94
8.5  EMAIl SAfEQUAITS. ....uuuutiiiiiiiiiii e 95
8.5.1 IMPEISONALION ..o 95
8.5.2 BEavesdropping ..o, 95
8.6  Acceptable Use Of EIECIroniC M@l .............uuuiiiiieeeeeeee e 95
8.7  Protection of Electronic Mail Messages and SYStEMS .........uuuuuuuimiimmiiiieans 95
8.8  EXAMPIE EMAIl POIICY ...uvuuuiiiiiiiiiiiii e 96
8.9  Retention of Electronic Mail MESSAQGES........uuuuuuuir s 97
8.9.1 Retention Policy for Federal AQeNCIeS.........coooiiiiiiiiiii 98
8.9.2  Commercial Retention POlICY ............uuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieiieeeeiieeeeeeeereeeeeeeneeee 99
Appendix 1 — Resources for Internet Security Information ............cccoevviiiiiii e, 101
R R T =T TS| L= 101
I 10 S 11 102
1.3 USENEE NEWS GIOUPS ...cvvreuieeeiieetiii s e e e e eeeeeit s e e e e e ee et e e e e e e e eeba s s e e e e e eesnba s aeeeeeennn 103
O Y 1 T g To T S £ PPN 103
0T = T o] TP 104
F N o] 1T oo [ A €110 1SS = 1 PPN 107

5 DRAFT



Table of Contents DRAFT

6 DRAFT



